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Notice of Privacy Practices (NOPP)

THIS NOTICE DESCRIBES HOW INFORMATION WE HAVE ABOUT YOU MAY BE USED
AND SHARED, AND HOW YOU CAN GETACCESS TO THIS INFORMATION. PLEASE REVIEW

IT CAREFULLY.

LEGAL OBLIGATIONS

The law requires BlueCross BlueShield of Tennessee, Inc. and certain
subsidiaries and affiliates of BlueCross BlueShield of Tennessee, Inc.
("we,” “us,” “our”) to give this notice of privacy practices to all our
members. This notice lets you know about our legal duties and your
rights when it comes to your information and privacy.

The law requires us to keep private all of the information we have about
you, including your name, address, other demographic information,
claims information, financial information (including Social Security
number), diagnosis information, other health information and other
information that can identify you (your “information”). The law requires
us to follow all the privacy practices in this notice from the date on the
cover until we change or replace it.

We have the right to make changes to our privacy practices and this
notice at any time, but we will send you a new notice any time we do
or tell you about the changes and where you can find the notice. Any
changes we make to this notice will apply to all information we keep,
including information created or received before we made changes.

Please review this notice carefully and keep it on file for reference.
You may ask us for a copy of this notice at any time. To get one, please
contact us at:

CONNECT WITH US

Privacy Office

BlueCross BlueShield of Tennessee

1 Cameron Hill Circle

Chattanooga, TN 37402

Phone: 888-455-3824 | Fax: 423-535-1976
E-mail: privacy_office@bcbst.com

For additional information, including TTY/TDD users,

please call the Privacy Office at 1-888-455-3824. Para
obtener ayuda en espaniol, llame al 1-888-455-3824.
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You may reach out to us at this address or phone number to ask
questions or make a complaint about this notice or how we've handled
your privacy rights. You may also submit a written complaint to the U.S.
Department of Health and Human Services (HHS). Just ask us for their
address, and we will give it to you.

We support your right to protect the privacy of the information we
have about you. We won't retaliate against you if you file a complaint
with HHS or us.

ORGANIZATIONS THIS NOTICE COVERS

This notice applies to BlueCross BlueShield of Tennessee, Inc. We
may share your information with any of the following subsidiaries and
affiliates as set forth below: Shared Health, Inc., Group Insurance
Services, Inc., Volunteer State Health Plan, Inc., Golden Security
Insurance Co., Shared Health Mississippi, Inc., Shared Health Insurance
Company and BlueCross BlueShield of Tennessee, Inc. as outlined in
this notice.

These entities support us in providing health insurance and related
products and services. If we buy or create new affiliates or subsidiaries,
they may also be required to follow the privacy practices outlined in
this notice.

HOW WE MAY USE AND SHARE YOUR INFORMATION

We typically use your information for treatment, payment, or health
care operations. Sometimes we are allowed, and sometimes we are
required, to use or share your information in other ways. This is usually
to contribute to the public good, such as public health and research.
Information that has been shared may be shared again and no longer
protected by federal or state law.

Some states may have more stringent laws. When those laws apply
to your information, we follow the more stringent law. Specifically,
Tennessee law and other state and federal laws may require us to
obtain your consent for uses and disclosures of behavioral health
information, alcohol and other substance use disorder information,
and genetic information.

Information about members and former members may be used and
shared for treatment, payment, and health care operations.

We restrict access to information about you to those employees
or contractors who need to know that information to run our business.
We maintain physical, electronic, and procedural safeguards that
comply with federal regulations to guard your information.
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SOURCES OF INFORMATION WE COLLECT AND SHARE
We collect information about you from the following sources:

1. Information we receive from you: We collect information
directly from you. For example, we collect information like your
name, address, and Social Security number when you apply for
insurance or complete other forms, and we collect information
like your name and contact information when you contact us for
customer service requests.

2. Information about your transactions with us and our affiliates:
We collect information about your relationship with us and with
our affiliates. For example, we collect information about the
claims we process like when you received health care, what
services are covered and how much we've paid. We sometimes
use affiliates and related entities to provide administrative
services to process those claims, and they provide us with the
same type of information about you.

3. Information about your transactions with nonaffiliated
third-parties: We collect information about your relationship
with nonaffiliated third-parties such as healthcare providers.
For example, when your healthcare provider submits claims
to us, itincludes information about your encounter like diagnostic
information, procedures you've had and the date of service.

As permitted by law and this notice, we may use and share all of
the information we have about you as described above.

WAYS WE MAY USE AND SHARE YOUR INFORMATION

We may use and share any of the information we have about you,
including to nonaffiliated third-parties, in accordance with federal
and state laws. The following are examples of how we may use or
share your information — and the types of third-parties to whom we
may share your information.

For your treatment: \We may use or share your information with health
care professionals who are treating you. For example, a doctor may
send us information about your diagnosis and treatment plan so we
can arrange additional care for you from other health care providers.

To make payments: \We may use or share your information to pay claims
for your care or to coordinate benefits covered under your health care
coverage. For example, we may share your information with your dental
provider to coordinate payment for dental services.

For health care operations: \We may use or share your information to
run our organization. For example, we may use or share it to measure
quality, provide you with care management or wellness programs, and
to conduct audit and other oversight activities.

To work with plan sponsers: We may share your information
with your employer-sponsored group health plan (if applicable)
for plan administration. Please see your plan documents for all
ways a plan sponsor may use this information. For example, we
may use or share your information to help verify your identity or to
give you more information about your health insurance options.

For underwriting: We may use or share your information for
underwriting, premium rating or other activities relating to the creation,
renewal, or replacement of a health plan contract. We're not allowed
to use or share genetic information for underwriting purposes.

Research: \We may use or share your information in connection with
lawful research purposes. For example, we may share your information
as part of a limited data set given to a researcher for clinical research.

In the event of your death: If you die, we may share your information
with a coroner, medical examiner, funeral director, or organ
procurement organization.

To help with public health and safety issues: We can share information
about you in certain situations, such as:

e Preventing disease

e Assisting public health authorities in controlling the spread
of disease such as during pandemics

e Helping with product recalls
* Reporting negative reactions to medications
* Reporting suspected abuse, neglect, or domestic violence

e Preventing or reducing a serious threat to anyone’s health
or safety

As required by law: We may use or share your information as required
by state or federal law.

To comply with a court or administrative order: Under certain
circumstances, we may share your information in response to a
court or administrative order, subpoena, discovery request or other
lawful process.

To address workers’ compensation, law enforcement and other
government requests: \We can use or share information about you:

e Forworkers’ compensation claims

* Forlaw enforcement purposes, or with a law
enforcement official

* With health oversight agencies for legal activities

* To comply with requests from the military or other
authorized federal officials

With your permission: Some uses and disclosures of information require
your written authorization, including certain instances if you want us to
share your information with anyone. You may cancel your authorization
in writing at any time, but doing so won't affect any use or disclosure
that happened while your authorization was valid.

For example, we would need your written authorization for:
e Mostuses and disclosures of psychotherapy notes

* Uses and disclosures of your information for marketing
* Sale of your information

¢ QOther uses and disclosures not described in this notice
We will let you know if any of these circumstances arise.

e We cannot use or share information except as described in this
notice without your written authorization.



CERTAIN TYPES OF YOUR INFORMATION ARE
TREATED DIFFERENTLY.

Substance Use Disorder Information: We may receive substance use
disorder treatment information about you from certain providers that
are subject to federal regulations governing the confidentiality of such
information. We may not use or share such information in any civil,
criminal, administrative, or legislative proceedings against you unless
(1) you consent in writing, or (2) a court order is issued after notice
and an opportunity to be heard is provided and is accompanied by a
subpoena or similar legal mandate compelling disclosure.

YOUR INDIVIDUAL RIGHTS

To access your records: You have the right to view and get copies of
your information that we maintain, with some exceptions. You must
make a written request, using a form available from the Privacy Office,
to get access to your information.

If you ask for copies of your information, we may charge you a
reasonable, cost-based fee for staff time and postage if you want us
to mail the copies to you. If you ask for this information in another
format, this charge will reflect the cost of giving you the information in
that format. If you prefer, you may request a summary or explanation of
your information, which may also resultin a fee. For details about fees
we may charge, please contact the Privacy Office.

To see who we've shared your information to: You have the right to
receive a list of most disclosures we (or a business associate on our
behalf) made of your information within the last six years, other than
those made for the purpose of treatment, payment, or health care
operations, and certain other disclosures. This list will include the
date of the disclosure, what information was shared, the name of the
person or entity it was shared to, the reason for the disclosure and
some other information.

If you ask for this list of disclosures more than once in a 12-month
period, we may charge you based on the cost of responding to those
additional requests. Please contact the Privacy Office for a more
detailed explanation of these charges.

To ask for restrictions: You have the right to ask for restrictions on how
we use or share your information. We're not required to agree to these
requests exceptin limited circumstances. If we agree to a restriction,
you and we will agree to the restriction in writing. Please contact the
Privacy Office for more information.

To get notified of a breach: We will notify you after an unauthorized
acquisition, access, use or disclosure of your unsecured health
information that compromises the security or privacy of the information.

To ask for confidential communications: You have the right to ask us
in writing to send your information to you at a different address or by
a different method if you believe that sending information to you in the
normal manner will put you in danger. We have to grant your request if
it's reasonable. We will also need information from you, including how
and where to communicate with you. Your request must not interfere
with payment of your premiums.

If there’s an immediate threat, you may make your request by calling
the Member Service number on the back of your Member ID card or
the Privacy Office. Please follow up your call with a written request
as soon as possible.

To ask for changes to your personal information: You have the right to
request in writing that we revise your information. Your request must
be in writing and explain why the information should be revised. We
may deny your request, for example, if we received (but didn't create)
the information you want to amend. If we deny your request, we will
write to let you know why. If you disagree with our denial, you may
send us a written statement that we will include with your information.

If we grant your request, we will make reasonable efforts to notify
people you name about this change. Any future disclosures of that
information will be revised.

To request another copy of this notice: You can ask for a paper copy
of this notice at any time, even if you got this notice by email or from
our website. Please contact the Privacy Office at the address on the
previous page.

To choose a personal representative: You may choose someone to
exercise your rights on your behalf, such as a power of attorney. You
may also have a legal guardian exercise your rights. We will work with
you if you'd like to make this effective.
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Nondiscrimination Notice

BlueCross BlueShield of Tennessee
(BlueCross), including its subsidiaries,
complies with applicable Federal civil
rights laws and does not discriminate on
the basis of race, color, national origin,
age, disability or sex'. BlueCross does not
exclude people or treat them less favorably
because of race, color, national origin, age,
disability or sex.

BlueCross:

* Provides people with disabilities
reasonable modifications and free
appropriate auxiliary aids and services
to communicate effectively with us,
such as: (1) qualified sign language
interpreters and (2) written information
in other formats, such as large print,
audio and accessible electronic formats.

* Provides free language assistance
servicesto people whose primary
language is not English, such as:

(1) qualified interpreters and
(2) information written in other languages.

If you need these reasonable
modifications, appropriate auxiliary aids
and services, or language assistance
services, contact Member Service at the
number on the back of your Member ID
card or call 1-800-831-2583, TTY 711.
From Oct. 1 to March 31, you can call us
7 days a week from 8 a.m. to 9 p.m. ET.
From April 1 to Sept. 30, you can call
us Monday through Friday from 8 a.m.
to 9 p.m. ET. Our automated phone
system may answer your call outside

of these hours and during holidays.

If you believe that BlueCross has failed

to provide these services or discriminated
in another way on the basis of race, color,
national origin, age, disability or sex, you
can file a grievance (“Nondiscrimination
Grievance”).

For help with preparing and submitting

your Nondiscrimination Grievance, contact
Member Service at the number on the

back of your Member ID card or call
1-800-831-2583, TTY 711. They can provide
you with the appropriate form to use in
submitting a Nondiscrimination Grievance.
You can file a Nondiscrimination Grievance
in person or by mail, fax or email. Address
your Nondiscrimination Grievance to:
Nondiscrimination Grievance; c/o Manager,
Operations, Member Benefits Administration;
1 Cameron Hill Circle, Suite 0019,
Chattanooga, TN 37402-0019; 423-591-9208
(fax); Nondiscrimination_OfficeGM@bcbst.com
(email).

You can also file a civil rights complaint with
the U.S. Department of Health and Human
Services, Office for Civil Rights, electronically
through the Office for Civil Rights Complaint
Portal, available at https://ocrportal.hhs.gov/
ocr/portal/lobby.jsf, or by mail or phone at: U.S.
Department of Health and Human Services,
200 Independence Avenue SW., Room

509F, HHH Building, Washington, DC 20201,
1-800-368-1019, 1-800-537-7697 (TDD),
Monday through Friday, 8 a.m. to 6 p.m. ET.
Compilaint forms are available at
http://www.hhs.gov/ocr/office/file/index.html.

You can contact BlueCross’s Nondiscrimination
Coordinator at 423-535-1010 (phone),
Nondiscrimination_CoordinatorGM@bcbst.com
(email), or Corporate Compliance, 1 Cameron
Hill Circle, 1.4, Chattanooga, TN 37402.

This notice is available at BlueCross’s website:
bcbst.com.

BlueCross BlueShield of Tennessee, Inc.,
an Independent Licensee of the BlueCross
BlueShield Association

' Consistent with the scope of sex discrimination
described at 45 CFR 92.101(a)(2)
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Notice of Availability of Language Assistance Services

and Auxiliary Aids and Services

ATTENTION: If you speak English, free language
assistance services are available to you. Appropriate
auxiliary aids and services to provide information

in accessible formats are also available free of
charge. Call 1-800-831-2583 (TTY: 711) or speak

to your provider.

ATENCION: Si habla espafol, tiene a su disposicion
servicios gratuitos de asistencia linguistica. También
estan disponibles de forma gratuita ayuda y servicios
auxiliares apropiados para proporcionar informacion
en formatos accesibles. Llame al 1-800-831-2583
(TTY: 711) o hable con su proveedor.

LUU Y: Néu ban néi ti€ng Viét, ching t6i cung cép
mién phi cac dich vu ho trg ngdn ngir. Cac ho trg dich
vu phu hop dé cung cép thong tin theo cac dinh dang
dé tlep can ciing duwgc cung cap mién phi. Vui long goi
theo s6 1-800-831-2583 (Nguoai khuyet tat: 711) hoac
trao déi véi ngudi cung cap dich vu ctia ban.
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ATTENTION : Si vous parlez Francais, des

services d’assistance linguistique gratuits sont a
votre disposition. Des aides et services auxiliaires
appropriés pour fournir des informations dans des
formats accessibles sont également disponibles
gratuitement. Appelez le 1-800-831-2583 (TTY : 711)
ou parlez a votre fournisseur.
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ACHTUNG: Wenn Sie Deutsch sprechen,
stehen lhnen kostenlose Sprachassistenzdienste
zur Verfligung. Entsprechende Hilfsmittel und
Dienste zur Bereitstellung von Informationen

in barrierefreien Formaten stehen ebenfalls
kostenlos zur Verfligung. Rufen Sie
1-800-831-2583 (TTY: 711) an oder sprechen
Sie mit Ihrem Provider.

/I Ez'xnn nﬁéhé é ﬂﬂ@?%i%
H—ERAZCMAVELETET, Ot
7L %E#ﬂﬁf%%&5ﬁ§ént
BEXNTERERMIDLHOETMH
ZEPY— I:Zt;ﬁﬂ‘tlﬂﬁﬁb\tf-wi
9, 1-800-831-2583 ( TTY : 711 ) ETHEZ
<EEzV,

&, L_%Uﬁ0)$¥%t::_$ﬁ (<IEZ VY,

ATANSYON: Si w pale Kreyol Ayisyen, gen sévis
ed pou lang a dispozisyon w gratis. Ed ak sévis
oksilyé apwopriye pou bay enfomasyon nan
foma aksesib yo a dispozisyon gratis tou. Rele
nan 1-800-831-2583 (TTY: 711) oswa pale avék
founise swen w lan.

ATENCAO: Se vocé fala [Portugués],
servicos gratuitos de assisténcia linguistica
estdo disponiveis para vocé. Auxilios e
servigcos auxiliares apropriados para fornecer
informacdes em formatos acessiveis também
estdo disponiveis gratuitamente. Ligue para
1-800-831-2583 (TTY: 711) ou fale com

seu provedor.
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PAALALA: Kung nagsasalita ka ng Tagalog,
magagamit mo ang mga libreng serbisyong
tulong sa wika. Magagamit din nang libre
ang mga naaangkop na auxiliary na tulong at
serbisyo upang magbigay ng impormasyon
sa mga naa-access na format. Tumawag sa
1-800-831-2583 (TTY: 711) o makipag-usap
sa iyong provider.
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